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“Prevention is the best

protection

The threat landscape
has evolved

Legacy Attacks

Ransomware

Hackers are looking for Data is held hostage or
What does financial credentials or to even deleted until you
an attack steal large quantities of pay the ransom
) private data to sell or make
look like? openly accessible.

Whl h Information that can be Information of value to
c d ata bought and sold (credit card your business that you will
do they steal? numbers, bank accounts. pay to get back.

info, social security
numbers, engineering plans
and otherintellectual
property.

(operational data,
«documents, research,
budget information etc.)

Can your business afford
a ransomware attack?

Ransomware locks
down the files re-
quired to run your
business, there is no
guarantee that you
will get your files back,
even if aransom is
paid.

Budgets and.
\ Accounting

Payroll
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Customer

Invoices Employee

Can | afford to pay hundreds or even
thousands of dollars in ransom?
y
Can my business continue
operating if files
become encrypted?

What would three days
of downtime cost?

How would an attack
impact my customers?

Would a ransomware
attack damage my
business’ reputation?

Prevention is the best protection

Learn how to protect your (customers) business

with the Good, Better, Best prevention model

GOOD  BETTER BEST

Boost
Employee
awareness

Implement
mandatory
ransomware
training/testing
for employees.

Train employees
and create internal
policies for
reporting and
handling
ransomware

Educate
employees a
create policies

Use antivirus
with anti-spam

Use antivirus Use antivirus
with anti-spam
and link
scanning.

Use multi-le)
Antivirus
Protection
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